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1 See footnote 1 to § 157.4(b)(8).

house) that ensures, within procedures
established for security and other spe-
cific access restrictions, maximum
utility of and access to technical infor-
mation about and technical documents
generated from Defense-supported
RDT&E.

§ 157.6 Certification for access to tech-
nical information.

(a) Policy. (1) The Department of De-
fense shall disseminate technical infor-
mation in support of its technical pro-
grams and in support of similar pro-
grams within other U.S. Government
agencies. This dissemination shall be
made to organizations whose official
U.S. Government affiliations are cer-
tified. Classified information dissemi-
nation will be within the scope of its
certified field of interest requirements
and facility clearances. However, re-
quests from foreign organizations for
and transmittal of classified and con-
trolled information products shall be
made only through appropriate DoD
foreign release offices under estab-
lished release procedures.

(2) A uniform certification procedure
shall be used for the effective control
of the flow of technical information
and shall utilize the DD Form 1540,
‘‘Registration for Scientific and Tech-
nical Information Services,’’ cited in
DoD 5220.22–R, ‘‘Industrial Security
Regulation,’’ January 1979.

(3) Certification shall be according to
subject fields and groups of interest
and recorded on DD Form 1540. Such
certification is a warranty that the
user’s oficial responsibilities require
access to technical information that
can be described by one or another of
the prescribed DoD categories of
science and technology.

(b) Responsibilities. (1) The Defense
Technical Information Center (DTIC)
and the Defense Contract Administra-
tion Services (DCAS) shall operate and
maintain the certification procedures
and DD Forms 1540 and 1541, ‘‘Facility
Clearance Register.’’

(i) DTIC shall:
(A) Develop and distribute such in-

structions and procedural guidance as
necessary for use by DoD Components,
U.S. Government contractors and sub-
contractors, DoD potential contrac-
tors, and other U.S. Government of-

fices to maintain the most effective
use of the certification procedures
within the terms of this Instruction
and existing security regulations.

(B) Maintain at DTIC the central au-
thority file of eligible users and notify
affected dissemination activities of
each new eligible user, along with con-
ditions and scope of coverage, and of
any subsequent changes thereto.

(C) Provide information products
from DTIC to eligible users as follows:

(a) Unclassified technical informa-
tion, subject to any approvals that
may be required for controlled infor-
mation.

(b) Classified technical information
in only those subject fields of interest
and at the security level authorized on
DD Form 1540 and in accordance with
any approvals that may be required for
controlled information.

(D) Recommend changes to DoD
5220.22–M,1 ‘‘Industrial Security Man-
ual for Safeguarding Classified Infor-
mation,’’ October 1977, and related se-
curity procedures in conformance with
this part.

(ii) DCAS shall certify the DD Form
1541 and report any change affecting a
facility clearance through submission
of a revised DD Form 1541 to the cen-
tral authority file.

(2) Each DoD Component conducting,
administering, or sponsoring research,
development, test and evaluation and
other technical work shall:

(i) Require in-house activities to
complete all parts of the DD Form 1540
and submit it to the DTIC before re-
questing reports or information from
dissemination activities. The com-
manding officer, the technical director,
or their authorized designee shall re-
view, approve, modify, or disapprove
the registration for technical informa-
tion services on DD Form 1540 submit-
ted by their personnel.

(ii) Review, approve, modify, or dis-
approve DD Form 1540 submitted by
non-DoD activities or organizations
under its cognizance. Personnel se-
lected to authorize DD Form 1540 shall
have the technical competence and fa-
miliarity with contractor or grantee
programs necessary to judge the sub-
ject fields of interest of the applicant.
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(iii) Instruct and assist its sponsored
activities in filling out and submitting
DD Form 1540.

(iv) Recommend changes to DoD
5220.22–M and related security proce-
dures in conformance with this part.

(v) Promptly report to the DTIC any
changes of certification status, such as
change in mission of the DoD Compo-
nent, contract termination, and con-
tract or grant revision.

(vi) Designate an office at each ap-
propriate level of the organization with
responsibility for:

(A) Providing and maintaining proce-
dures that are responsive to this In-
struction and with applicable security
regulations.

(B) Reviewing special cases, such as
referral of questions on DD Form 1540
from the DTIC.

(3) Each dissemination activity,
within the scope of its mission, shall
make its technical information avail-
able to eligible users in accordance
with the certification terms and the
applicable security and distribution
controls.

(c) Agencies outside the Department of
Defense. (1) Components of non-DoD ex-
ecutive branch agencies who partici-
pate in the DoD Industrial Security
Program shall follow the procedures
prescribed for DoD Components in
§ 157.6(b)(2) when DoD technical infor-
mation is required.

(2) Components of non-DoD executive
branch agencies who do not participate
in the DoD Industrial Security Pro-
gram shall make specific arrangements
with the DTIC for certification of DD
Form 1540 and facility clearance au-
thorization when DoD technical infor-
mation is required.

(3) Components of the legislative and
judicial branches, their contractors,
and their grantees who are in need of
unclassified information shall make
specific arrangements with DTIC for
certification of DD Form 1540. Certifi-
cation for classified information, if
needed, must be approved by the Office
of the Deputy Under Secretary of De-
fense for Research and Engineering
(Research and Advanced Technology).
In these cases, submission of the com-
pleted DD Form 1540 by contractors
and grantees must be accompanied by

adequate facility clearance authoriza-
tion.
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§ 158.1 Reissuance and purpose.
This part is reissued; establishes pro-

cedures and assigns responsibilities for
the systematic declassification review
of information classified under E.O.
12356 and Information Security Over-
sight Office Directive No. 1, DoD Direc-
tive 5200.1 and DoD 5200.1–R, and prior
orders, directives, and regulations gov-
erning security classification; and im-
plements section 3.3 of E.O. 12356.

§ 158.2 Applicability and scope.
(a) This part applies to the Office of

the Secretary of Defense (OSD) and to
activities assigned to the OSD for ad-
ministrative support, the Military De-
partments, the Organization of the
Joint Chiefs of Staff, the Unified and
Specified Commands, and the Defense
Agencies (hereafter referred to collec-
tively as ‘‘DoD Components’’).

(b) This part applies to the system-
atic review of permanently valuable
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